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Specification 

1 . The disclosure is objected to because of tine following informalities: the 
specification does not clearly identify the subject matter being incorporated by 
reference. The specification states on page 2 that "The disclosures of all references 
mentioned above and throughout the present specification, as well as the disclosures 
of all references mentioned in those references, are hereby incorporated herein by 
reference." The references cited by the references cited in specification are not clearly 
identified in the specification and therefore their incorporation by reference in improper. 
See 37 CFR 1 .57(b). Appropriate correction is required. 



Claim Objections 

2. Claim 16 is objected to because of the following informalities: claim 16 recites "a 
presentation time stamp (PTS)," on page 4 line 28 of the preliminary amendment filed 
June 29, 2006 and "a PTS value," on page 4 line 31 of the preliminary amendment filed 
June 29, 2006 it is unclear whether the recited claim limitations are intended to refer to 
the same presentation time stamp. Appropriate correction is required. 

3. Claim 20 is objected to because of the following informalities: claim 20 recites 
"decoding time stamp (DTS)," on page 5 line 21 of the preliminary amendment filed 
June 29, 2006 and "a DTS value," on page 5 line 26 of the preliminary amendment filed 
June 29, 2006 it is unclear whether the recited claim limitations are intended to refer to 
the same decoding time stamp. Appropriate correction is required. 
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4. Claim 24 is objected to because of the following informalities: claim 24 recites "a 
presentation time stamp (PTS)," on page 6 line 16 of the preliminary amendment filed 
June 29, 2006 and "a PTS value," on page 6 line 20 of the preliminary amendment filed 
June 29, 2006 it is unclear whether the recited claim limitations are intended to refer to 
the same presentation time stamp. Appropriate correction is required. 

5. Claim 28 is objected to because of the following informalities: claim 28 recites "a 
presentation time stamp (PTS)," on page 7 line 22 of the preliminary amendment filed 
June 29, 2006 and "a PTS value," on page 7 line 25 of the preliminary amendment filed 
June 29, 2006 it is unclear whether the recited claim limitations are intended to refer to 
the same presentation time stamp. Appropriate correction is required. 

6. Claim 29 is objected to because of the following informalities: claim 29 recites "a 
presentation time stamp (PTS)," on page 8 line 20 of the preliminary amendment filed 
June 29, 2006 and "a PTS value," on page 8 line 24 of the preliminary amendment filed 
June 29, 2006 it is unclear whether the recited claim limitations are intended to refer to 
the same presentation time stamp. Appropriate correction is required. 

7. Claim 32 is objected to because of the following informalities: claim 32 recites "a 
presentation time stamp (PTS)," on page 9 line 31 of the preliminary amendment filed 
June 29, 2006 and "a PTS value," on page 10 line 2 of the preliminary amendment filed 
June 29, 2006 it is unclear whether the recited claim limitations are intended to refer to 
the same presentation time stamp. Appropriate correction is required. 

8. Claim 33 is objected to because of the following informalities: claim 33 recites "a 
decoding time stamp (DTS)," on page 10 line 13 of the preliminary amendment filed 
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June 29, 2006 and "a DTS value," on page 10 line 18 of the preliminary amendment 
filed June 29, 2006 it is unclear whether the recited claim limitations are intended to 
refer to the same decoding time stamp. Appropriate correction is required. 



Claim Rejections - 35 USC §112 

9. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

10. Claims 16-29 and 32-33 are rejected under 35 U.S.C. 112, second paragraph, as 
being incomplete for omitting essential elements, such omission amounting to a gap 
between the elements. See MPEP § 2172.01 . 

Claims 16 and 28 omit a step for receiving a presentation time stamp. In order 
for the timecode use method to function properly an unencrypted presentation time 
stamp must be received so that a system time clock can be compared the presentation 
time stamp before the plurality of encrypted timecodes are decrypted. While claim 16 
does recite "each of the plurality of encrypted timecodes being associated with a 
presentation time stamp," this recitation does not perform the missing acts. The 
plurality of encrypted timecodes being associated with a presentation time stamps is 
construed to mean that the timecodes and the presentation time stamp are part of the 
same data stream, the timecodes and the presentation time stamp are generated using 
the same time basis, or the timecodes and the presentation time stamp are used during 
the same operation such as video playback. 
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Claims 20 and 33 omit a step for receiving a decoding time stamp. In order for 
the timecode use method to function properly an unencrypted decoding time stamp 
must be received so that a system time clock can be compared the decoding time 
stamp before the plurality of encrypted timecodes are decrypted. While claim 20 does 
recite "each of the plurality of encrypted timecodes being associated with a decoding 
time stamp," this recitation does not perform the missing acts. The plurality of 
encrypted timecodes being associated with a decoding time stamps is construed to 
mean that the timecodes and the decoding time stamp are part of the same data 
stream, the timecodes and the decoding time stamp are generated using the same time 
basis, or the timecodes and the decoding time stamp are used during the same 
operation such as video playback. 

Claims 24, 29, and 32 omit an input unit operative to receive a presentation time 
stamp. In order for the timecode handler to operate properly an unencrypted 
presentation time stamp must be received so that the decryptor can compare a system 
time clock with the presentation time stamp before the plurality of encrypted timecodes 
are decrypted. While claim 24 does recite "each of the plurality of encrypted timecodes 
being associated with a presentation time stamp," this recitation does not provide the 
missing structure. The plurality of encrypted timecodes being associated with a 
presentation time stamps is construed to mean that the timecodes and the presentation 
time stamp are part of the same data stream, the timecodes and the presentation time 
stamp are generated using the same time basis, or the timecodes and the presentation 
time stamp are used during the same operation such as video playback. 
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Claim Rejections - 35 USC § 102 

1 1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

12. Claims 1 , 3-6, 8-11,1 3-1 6, 1 8-20, 22-24, and 26-33 are rejected under 35 
U.S.C. 102(b) as being anticipated by Thatcher et al. (US 5,937,067) and ISO/IEC 
13818-1 . The examiner respectfully points out that the ISO/IEC 13818-1 standard has 
been incorporated by reference into Thatcher in col. 4 lines 33-37. 
Regarding Claim 1: 

Thatcher discloses a conditional access cable television system that receives an 
encryption key ("Global Seeds" See fig. 4 ref. no. 94 and col. 4 Iines38-61) and an 
implemented encryption method ("The same global seeds are used for encrypted and 
decrypting data, accordingly a symmetric encryption method is implemented." See col. 5 
lines 14-16 and 28-29), for each one of a plurality of frames receiving a timecode ("Time 
Code" See ISO/IEC 13818-1 page 106) and an associated presentation time stamp 
associated with the one frame ("Video and audio data are prepared in the form of a 
packetized elementary stream having a header, a presentation time stamp, and the 
video itself." See col. 4 lines 25-37), for each one of the plurality of frames encrypting 
the timecode associated with the one frame using the encryption key ("The packetized 
elementary stream is allocated into the payload section of one or transport packets" See 
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col. 4 lines 27-37 and "The entirety of the services portion of data frame is encrypted 
under a global seed." See col. 5 lines 28-29) and the implemented encryption method 
thereby producing a plurality of encrypted timecodes ("The encryption of the entire 
packetized elementary stream includes encryption of the timecodes." See fig. 4 and col. 
5 lines 28-29), and at a time associated with the associated PTS associated with the 
one frame outputting a packetized elementary stream comprising the plurality of 
encrypted timecodes ("Program Reference Clock" See fig. 4 ref. no. PGR and ISO/IEC 
13818-1 page 4). 

Regarding Claims 3, 8, 13, 18, 22, and 26: 

Thatcher discloses the implemented encryption method comprises a symmetric 
key ("The same global seeds are used for encrypted and decrypting data, accordingly a 
symmetric encryption method is implemented." See col. 5 lines 14-16 and 28-29). 
Regarding Claims 4, 9, 14, 19, 23, and 27: 

Thatcher discloses the timecode comprises an offset from a broadcast headend 
station time ("Each program in a transport stream may contain multiple program, may 
have its own time base." See ISO/IEC 13818-1 page XVI). 
Regarding Claims 5, 10, and 15: 

Thatcher discloses the one frame comprises at least one of the following video, 
audio, and data ("Video and audio data are prepared in the form of a packetized 
elementary stream and the multiplexer/encryptor combines the packets into a frame of 
data see col. 4 lines 24-37). 
Regarding Claim 6: 
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Thatcher discloses a conditional access cable television system that receives an 
encryption key ("Global Seeds" See fig. 4 ref. no. 94 and col. 4 Iines38-61) and an 
implemented encryption method ("The same global seeds are used for encrypted and 
decrypting data, accordingly a symmetric encryption method is implemented." See col. 5 
lines 14-16 and 28-29), for each one of a plurality of frames receiving a timecode ("Time 
Code" See ISO/IEC 13818-1 page 106) and an associated decoding time stamp 
associated with the one frame ("The PES packet header may contain decoding and 
presentation time stamps." See ISO/IEC 13818-1 page 8), the DTS occurring in 
advance of a presentation time stamp associated with the one frame ("The examiner 
respectfully points out that it is inherent that the video and audio data must be decoded 
before the video and audio data are presented."), for each one of the plurality of frames 
encrypting the timecode associated with the one frame using the encryption key ("The 
packetized elementary stream is allocated into the payload section of one or transport 
packets" See col. 4 lines 27-37 and "The entirety of the services portion of data frame is 
encrypted under a global seed." See col. 5 lines 28-29) and the implemented encryption 
method thereby producing a plurality of encrypted timecodes ("The encryption of the 
entire packetized elementary stream includes encryption of the timecodes." See fig. 4 
and col. 5 lines 28-29), and at a time associated with the associated DTS associated 
with the one frame outputting a packetized elementary stream comprising the plurality of 
encrypted timecodes not being effective until a time associated with the PTS associated 
with the one frame ("Program Reference Clock" See fig. 4 ref. no. PCR and ISO/IEC 
13818-1 page 4). 
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Regarding Claims 1 1 and 30: 

Thatcher discloses a timecode generator ("Multiplexer/Encryptor" See fig. 4 ref. 
no. 64) having a first input unit operative to receive an encryption key and an 
implemented encryption method ("The entirety of the services portion of data frame is 
encrypted under a global seed." See col. 5 lines 28-29 "The examiner respectfully points 
out that it is inherent that the multiplexer/encryptor has a first input unit for receiving the 
global seed."), a second input unit operative to receive a timecode and an associated 
presentation time stamp for each one of a plurality of frames (See fig. 4 ref. nos. Video 
1 and Audio 1 ), an encryptor operative to encrypt the timecode for each one of the 
plurality of frames using the encryption key and the implemented encryption method 
thereby producing a plurality of encrypted timecodes ("The encryption of the entire 
packetized elementary stream includes encryption of the timecodes." See fig. 4 and col. 
5 lines 28-29), and a packetized elementary stream outputter operative to receive a 
plurality of encrypted timecodes and at a time associated with the associated 
presentation time stamp associated with the one frame to output a PES comprising the 
plurality of encrypted timecodes ("Transport Data Stream" See fig. 4 ref. no. TDS). 
Regarding Claim 16: 

Thatcher discloses timecode use method of receiving an application file 
("Entitlement Control Message" See col. 4 lines 38-61) comprising a decryption key and 
an implemented decryption ("Seed data encrypted under a multi-session key is included 
in the data transmitted in the entitlement control message." See col. Lines 38-61), 
receiving a packetized elementary stream ("The packetized elementary stream is 
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allocated into the payload section of one or more transport packets." See col. 4 lines 29- 
31 and"Payload portions of the transport data stream are provided to the decryptor" See 
col. 4 line 67 and col. 5 line 1) comprising a plurality of encrypted timecodes each of the 
plurality of timecodes being associated with a presentation time stamp ("Program Clock 
Reference" See fig. 4 ref. no. PGR and "Decoding Timestamp," "Presentation Time 
Stamp," See ISO/IEC 13818-1 page 6), running the application file ("Decryptor 
processes entitlement control message to recover a plurality of seeds." See col. 5 lines 
13-15), the running comprising performing the following when a system time clock value 
equals a presentation time stamp value associated with at least one of the plurality of 
encrypted timecodes ("The presentation time stamp indicates the time of presentation in 
the system target decoder based on the period of the system clock." See ISO/IEC 
13818-1 page 35), decrypting the encrypted timecode associated with the presentation 
value using the decryption key and the implemented encryption method ("The encrypted 
portion of data frame is processed in the decryptor using a global seed." See col. 5 lines 
29-31), thereby producing a decrypting timecode ("The examiner respectfully points out 
that the decryption of entire packetized elementary stream includes encryption of the 
timecodes."). 

Regarding Claims 20, 31, and 33: 

Thatcher discloses a timecode use method of receiving an application file 
("Entitlement Control Message" See col. 4 lines 38-61) comprising a decryption key and 
an implemented decryption method ("Seed data encrypted under a multi-session key is 
included in the data transmitted in the entitlement control message." See col. Lines 38- 
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61), receiving a packetized elementary stream ("The packetized elementary stream is 
allocated into the payload section of one or more transport packets." See col. 4 lines 29- 
31 and "Payload portions of the transport data stream are provided to the decryptor" 
See col. 4 line 67 and col. 5 line 1) comprising a plurality of encrypted timecodes each 
of the plurality of encrypted timecodes being associated with a decoding time stamp 
("Program Clock Reference" See fig. 4 ref. no. PGR and "Decoding Timestamp," 
"Presentation Time Stamp," See ISO/IEC 13818-1 page 6), at least one of the plurality 
of encrypted timecodes requiring that a displayed be updated at one of a plurality of 
presentation time stamps ("The display of a video presentation unit (a picture) occurs 
instantaneously at its presentation time." See ISO/IEC page 17), running the application 
file ("Decryptor processes entitlement control message to recover a plurality of seeds." 
See col. 5 lines 13-15), the running comprising performing the following when a system 
time clock value equals a decoding time stamps value associated with at least one of 
the plurality of encrypted timecodes ("Decoding time-stamp; DTS (system): A field that 
may be present in a PES packet header that indicates the time that an ancess unit is 
decoded in the system target decoder." See ISO/IEC page 3), decrypting the encrypted 
timecode associated with the decoding timestamp value using the decryption key and 
the implemented encryption method thereby producing a decrypted timecode method 
("The encrypted portion of data frame is processed in the decryptor using a global 
seed." See col. 5 lines 29-31 and "The examiner respectfully points out that the 
decryption of entire packetized elementary stream includes encryption of the 
timecodes."), and updating the display at the one of the plurality of presentation 
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timestamps ("The display of a video presentation unit (a picture) occurs instantaneously 
at its presentation time." See ISO/IEC page 17). 
Regarding Claims 24 and 32: 

Thatcher discloses a timecode handler ("Decoder" See fig. 5 ref. no. 70) having a 
first input unit operative to receive at least one application file comprising a decryption 
key and an implemented encryption method ("De-Multiplexer" See fig. 5 ref. no. 72 and 
col. 4 lines 62-66), a second input unit operative to receive a packetized elementary 
stream comprising a plurality of encrypted timecodes each of the plurality of encrypted 
timecodes being associated with a presentation timestamp ("Global PRBS" See fig. 5 
ref. no. 104 and col. 5 lines 14-37), and a decryptor receiving each of the plurality of 
encrypted timecodes and operative to decrypt each of the plurality of encrypted 
timecodes using the decryption key ("Global PRBS" See fig. 5 ref. no. 104 and col. 5 
lines 14-37) and the implemented encryption method when a system time clock value 
equals a presentation time stamp value associated with each of the plurality of 
encrypted timecodes ("The presentation time stamp indicates the time of presentation in 
the system target decoder based on the period of the system clock." See ISO/IEC 
13818-1 page 35). 
Regarding Claim 28 and 29: 

Thatcher discloses a method for timeline protection of receiving at a timecode 
generator ("Multiplexer/Encryptor" See fig. 4 ref. no. 64) an encryption key and an 
implemented encryption method ("The entirety of the services portion of data frame is 
encrypted under a global seed." See col. 5 lines 28-29 "The examiner respectfully points 
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out that it is inlierent tliat tlie multiplexer/encryptor has a first input unit for receiving the 
global seed."), for each one of a plurality of frames receiving at the timecode generator 
a timecode ("Time Code" See ISO/IEC 13818-1 page 106) and an associated 
presentation time stamp associated with the one frame ("Video and audio data are 
prepared in the form of a packetized elementary stream having a header, a presentation 
time stamp, and the video itself." See col. 4 lines 25-37), for each one of the plurality of 
frames encrypting at the timecode generator the timecode associated with the one 
frame using the encryption key ("The packetized elementary stream is allocated into the 
payload section of one or transport packets" See col. 4 lines 27-37 and "The entirety of 
the services portion of data frame is encrypted under a global seed." See col. 5 lines 28- 
29) and the implemented encryption method thereby producing a plurality of encrypted 
timecodes ("The encryption of the entire packetized elementary stream includes 
encryption of the timecodes." See fig. 4 and col. 5 lines 28-29), at a time associated with 
the associated presentation time stamp associated with the one frame outputting a 
packetized elementary stream comprising the plurality of encrypted timecodes 
("Program Reference Clock" See fig. 4 ref. no. PCR and ISO/IEC 13818-1 page 4), 
receiving at a timecode handler ("Decoder" See fig. 5 ref. no. 70) an application file 
("Entitlement Control Message" See col. 4 lines 38-61) comprising a decrypting key and 
an implemented decryption method ("Seed data encrypted under a multi-session key is 
included in the data transmitted in the entitlement control message." See col. Lines 38- 
61), receiving at the timecode handler the packetized elementary stream comprising a 
plurality of encrypted timecodes each of the plurality of timecodes being associated with 
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a presentation timestamp ("The packetized elementary stream is allocated into the 
payload section of one or more transport packets." See col. 4 lines 29-31 and "Payload 
portions of the transport data stream are provided to the decryptor" See col. 4 line 67 
and col. 5 line 1), running the application file ("Decryptor processes entitlement control 
message to recover a plurality of seeds." See col. 5 lines 13-15), the running comprising 
at the application file performing the following when a system time clock value equals a 
presentation timestamp value associated with at least one of the plurality of encrypted 
timecodes ("The presentation time stamp indicates the time of presentation in the 
system target decoder based on the period of the system clock." See ISO/IEC 13818-1 
page 35), and decrypting the encrypted timecode associated with the presentation 
timestamp value using the decryption key and the implemented encryption method, 
thereby producing a decrypted timecode ("The encrypted portion of data frame is 
processed in the decryptor using a global seed." See col. 5 lines 29-31 and "The 
examiner respectfully points out that the decryption of entire packetized elementary 
stream includes encryption of the timecodes."). 

Claim Rejections - 35 USC § 103 

13. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or deschbed as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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8. Claims 2, 7, 12, 17, 21, and 25 are rejected under 35 U.S.C. 103(a) as being 
obvious over Thatcher et al. (US 5,937,067) in view of Kulig et a! (US 2003/01 10229). 

Thatcher discloses the above stated timecode generation method that encrypts 
the timecode associated with the one frame using a symmetric encryption method ("The 
same global seeds are used for encrypted and decrypting data, accordingly a symmetric 
encryption method is implemented." See col. 5 lines 14-16 and 28-29). 

Thatcher does not discloses the using an asymmetric encryption method. 

Kulig discloses a method for transmitting data packets over an information 
network that uses an encrypts an asymmetric encryption method (See paragraph 16) to 
encrypt the control information in a packetized elementary stream (See paragraphs 1 39- 
142). 

It would have been obvious to one of ordinary skill in the art at the time of the 

invention to modify the timecode generation method disclosed by Thatcher to use an 
asymmetric encryption method such as that taught by Kulig in order provide a more 
secure key solution (See Kulig paragraph 16). 
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Conclusion 

14. Any inquiry concerning this communication or earlier communications from tine 
examiner should be directed to BRETT SQUIRES whose telephone number is (571) 
272-8021 . The examiner can normally be reached on 9:30am - 6:00pm Monday - 
Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571 ) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/BS/ 

/Christopher A. Revak/ 
Primary Examiner, Art Unit 2431 



